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A Promise of Confidentiality

omewhere near the end of a

consent form, script, recruitment

letter, or brochure, researchers
usually state that they will keep
information “confidential.” But how
is this promise evaluated by the
Institutional Review Board (IRB)
and kept by the researchers? Given
the researchers’ confidentiality plan,
the IRB must assess the risks related
to participation, including risks cre-
ated by disclosure of any informa-
tion shared by subjects, and deter-
mine whether the study will be able
to provide the level of confidentiality
promised to subjects. In clinical
research, confidentiality often con-
cerns access to medical records or
inadvertent revelation of patient sta-
tus or of diagnosis. In comparison,
survey research may raise fewer
flags. When investigators offer confi-
dentiality, it has frequently seemed
sufficient to note that the study team
will provide a locked cabinet, coded
files, or confidentiality statements.

In reality, these safeguards may be
inadequate or difficult to implement.
Indeed, unique and important confi-
dentiality concerns arise during the
different stages of a survey research
project, but are often under-appreci-
ated in comparison to those of clini-
cal research. According to a recent
National Research Council Panel on
Institutional Review Boards, Surveys,
and Social Science Research, “It is
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likely that those involved in the
human participant protection sys-
tem... are paying too little attention
to the ways in which technological
and other changes in the research
environment are increasing the risk
of disclosure of the identity of partic-
ipants in research.”* What attention
there is, however, has focused on sta-
tistical and administrative techniques
to protect confidentiality of large-
scale public-use micro data in sec-
ondary data analyses.> This paper
examines how researchers keep their
promise of confidentiality and how
that promise is sometimes challenged
during primary data collection and
analysis for an interview study.

Studying Gene Transfer
Researchers and Their Subjects

ur study of informed consent in

gene transfer research (some-
times called “gene therapy”) sur-
veyed 144 investigators, study coor-
dinators, patient-subjects, and IRB
representatives involved in recent
gene transfer clinical trials in order
to determine how the prospect of
direct benefit was understood and
discussed by them. We conducted
telephone interviews and taped, tran-
scribed, and entered the data using
both quantitative and qualitative
analysis software. Our study team
included a diverse group of scholars
from law, philosophy, medicine, and
sociology. Some had never before
conducted survey research, but most
had served on IRBs. Thus, the details
of how to carry out the promise of
confidentiality in our study were par-

ticularly interesting to us.

Researchers promise confidentiali-
ty because it is both an instrumental
and an intrinsic value. As an instru-
mental value, the purpose is to pro-
tect subjects from the specific harms
that might come from disclosure,
e.g., loss of insurance or employ-
ment, or embarrassment. By con-
trast, confidentiality as an intrinsic
value is a commitment to respect
persons, a principle espoused by the
Belmont Report,3 regardless of possi-
ble physical, social or economic
harms. Alternatively, to put it in the
language of ethical theory, obliga-
tions of confidentiality can be seen
as both consequentialist and deonto-
logical. In the latter sense, we have a
duty to promise keeping (if we have
promised confidentiality) regardless
of whether a disclosure would cause
measurable harms. Capron and oth-
ers have described these non-measur-
able harms of disrespect as “digni-
tary harms,” while others call them
“wrongs.”+ Thus, our first duty as
researchers was to honor the prom-
ise of confidentiality because we
made it.

Regulations are often more con-
cerned with protecting people from
specific harms than upholding intrin-
sic values. While federal regulations
for the protection of human
subjects’s state that IRBs shall deter-
mine whether there are adequate
provisions to protect the privacy of
subjects and to maintain the confi-
dentiality of data “when appropri-
ate,”® they do not require them.
Although often conflated under the
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rubric of “confidentiality,” setting
privacy and confidentiality out sepa-
rately makes clear that they are
important and discrete concepts: pri-
vacy, freedom from having private
facts made public, and confidentiali-
ty, keeping shared information
within a relationship. Thus, confi-
dentiality was an additional promise
we made to our subjects for its
instrumental value: to protect them
and minimize risks. Some studies
could receive additional protection
under a Certificate of
Confidentiality,” the 1974 Privacy
Act,? or the Privacy Rule of the 1996
Health Insurance Portability and
Accountability Act (HIPAA).®
Although our data collection predat-
ed HIPAA and did not rely on med-
ical records, our confidentiality pro-
cedures would have conformed to
HIPAA requirements.

In our study, as with most survey
research, breach of confidentiality
was the main risk to subjects. Recent
and well-publicized events in the
field of gene transfer, including the
tragic death of Jesse Gelsinger and
federal investigation of several
research institutions,'® made some of
our subjects, especially those subjects
who were gene transfer investigators,
feel vulnerable to harm from poten-
tial confidentiality breaches. In con-
trast, several patient-subjects in our
study wrongly assumed that we had
access to their medical records, and
thus appeared to trust us as they
might a health care provider. Despite
our explanations to the contrary,
such subjects might believe that our
research adhered to the longstand-
ing, systematic, and more familiar
standard of confidentiality in med-
ical care, and thus possibly underes-
timate their risk in participation. In
response to both these circum-
stances, we sought to offer a high
standard of confidentiality—of their
participation and the information
they shared—to our subjects through
procedures that addressed several
aspects of confidential data: the sen-
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sitivity of different kinds of informa-
tion, the length of time we would
hold it, the usefulness of certain
kinds of information, and our ability
to protect information.*

In the end, we did what many
studies would do to protect useful
and sensitive information over time:
we created careful recruitment letters
and telephone scripts that avoided
disclosure of subject participation in
our study; we redacted interview
transcripts; we identified interview
data only by study numbers; we sep-
arated data from identifiers such as
names, address, institution, or tele-
phone numbers; and we kept all data
and contact information in secure,
locked files or computers. Yet, it
soon became apparent to us that this
seemingly thoughtful and thorough
protection plan was insufficient to
address all possible breaches.

Protecting Mr. “X” and His
Interview

o illustrate the challenge of confi-

dentiality, the following section
traces one fictional patient-subject
through our study, noting the vari-
ous threats to his confidentiality and
what we did to protect it. Procedural
details are included to illustrate
potential problems that IRB mem-
bers or researchers may not antici-
pate.

Starting with a publicly available
list from the National Institutes of
Health (NIH), we contacted
researchers conducting gene transfer
trials. Doing our best to bypass
“gatekeeper” secretaries and keep
participation confidential, we recruit-
ed Dr. Jones, PI for the controversial
“RareGen” study, the only gene
transfer study in the world on this
rare genetic disease. With the infor-
mation he provided and using simi-
lar discretion, we contacted his study
coordinator, Ms. Green. Both agreed
to be interviewed and to forward
our recruitment materials to the four
patient-subjects enrolled in their
phase I trial. We prepared and

mailed four subject letters to Ms.
Green; she addressed and mailed
them to the subjects. The subject let-
ters promised confidential participa-
tion and encouraged subjects not to
reveal their participation to others as
that would reveal the participation
of Dr. Jones and Ms. Green.

Upon receiving the letter, Mr. X, a
subject in the RareGen study, decid-
ed he was interested in our study
and sent the enclosed contact infor-
mation sheet to us. When we
received it, we assigned him an ID
number that linked him to the
RareGen study in our sample. This
contact information sheet was the
first linkage file that connected our
study ID number with information
that could identify him as a subject:
his name, address, and telephone
number. We faxed this contact infor-
mation sheet to the telephone calling
center. This facsimile created a sec-
ond copy of the contact information,
and a third copy was created when
the name, telephone number, and
address were entered into the inter-
viewing program for use by tele-
phone interviewers. All three ver-
sions are linkage files, because they
connect the ID number to identifying
information about the individual,
but each one is necessary for data
collection to take place.

The interviewer called Mr. X to
arrange an interview. (If necessary,
the interviewer would leave a script-
ed message that avoided revealing
Mr. Xs interest in participating in
our interview study and his partici-
pation in the RareGen study.) During
the interview, the conversation was
recorded and his answers were
entered into a computer-assisted tele-
phone interviewing (C.A.T.L.) system
that enabled immediate entry of the
quantitative data. We had expected
most of these data to be free of
potentially identifying information
because answers were represented by
numeric values and identified by a
study ID, not his name. However,
when asked to “specify” answers to
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closed-ended questions, Mr. X might
provide identifying details, which
would become part of the C.A.T.I.
dataset and copied later into yet
another dataset (Stata) for quantita-
tive analysis. Passwords were used to
protect these computerized data sets
and reports of data were monitored
for identifying information. The cas-
sette tape of the entire interview was
labeled with his ID number and
locked in a cabinet, creating a fourth
link between ID number and identi-
fiers, as the taped conversation was
likely to include his name, those of
the study team and institution, and
even a confirmation of the address to
which payment should be sent.

Mr. X had recently moved, so a
new address was entered as data in
the C.A.T.I. program. The outdated
information had already been includ-
ed in the interviewer’s script, but the
new address was now part of a data
file, making it a fifth link between ID
number and identifying information.
The calling center telephoned this
new address to the research staff so
that the staff could mail a payment
to him. (Information on telephone
and fax can be controlled more easi-
ly than on email because even pass-
word-protected email may remain on
the server and be resurrected later.)
A check was sent without entering
his name in the check registry and
when it had cleared, Mr. X’s name as
payee and as endorser was redacted
to protect his identity; this informa-
tion was deleted from the data file as
soon as possible.

During transcription of the taped
interview, the transcriber removed
obvious identifiers, such as Mr. X’s
name, and those of the researchers
and the institution. However, the
redacted transcript still contained
information that could identify par-
ticipants and studies. In his inter-
view, Mr. X (like all subjects) dis-
cussed RareGen and the unique vec-
tor used to transfer the genetic mate-
rial. The disease, gene, and vector
information contained in the tran-
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script could potentially identify the
study and site. Even if these had
been removed, symptoms and proce-
dures could identify a specific disease
to a knowledgeable reader. Although
these details would not be published,
they were needed to code and ana-
lyze subject responses. Thus, the ini-
tially redacted transcript was pro-
tected as carefully as the contact
information: by using locked cabi-
nets and password-protected com-
puters and prohibiting electronic
transmission of the data. It can be
seen as a sixth linking file, though it
would identify only singular studies,
and only to people familiar with the
range of gene transfer research.

Transcription and revision neces-
sarily produce multiple copies of
each confidential interview and each
copy must be protected. At the call-
ing center, Mr. Xs transcript was
stored not only on a password-pro-
tected hard drive but in a locked
cabinet as printed hard copy and
floppy disk (the latter two for trans-
fer to the main study site). The study
team reviewed, edited, and further
redacted the transcript, and the final
approved version was saved on the
password-protected hard drive at the
main study site, as well as locked in
a cabinet in floppy disk, and printed
form. Three back-up versions of the
transcript were also created and pro-
tected on- and off-site, to protect
against loss through fire or other dis-
aster. Mr. X’s transcript has now
been reproduced in nine ways across
four sites (calling center, main study
office, and two off-site storage loca-
tions).

The transcriptionist reformatted
Mr. X’s interview for the qualitative
software program (N6). This refor-
matted transcript, like the standard
transcript, was reproduced and
stored in several ways (hard drives at
calling center and main suite, floppy
disk, printed copy, and 3 back-ups).
The transcript was imported into N6
with a security code because of
information about the rare disease,

and the entire qualitative database
was backed up in 3 ways.

Now there are 11 versions of the
reformatted transcript: 7 versions in
Word and 4 versions in N6 datasets.
Despite redaction, all versions
require procedures for secure storage
in each location and while in transit,
and for destruction once a version is
no longer needed. Investigators must
read the interview text in N6 reports
and apply qualitative codes, so por-
tions of his interview are printed
whenever needed. Because the tran-
script may name RareGen and the
vector, the coders are required to
keep the materials in their own
locked files: up to 8 copies and 8
more locked cabinets for 8 investiga-
tors. After codes are applied, data
are returned to research staff for
shredding or temporary storage in a
designated locked cabinet.

Rote Confidentiality: One Size
Does Not Fit All

ur project’s IRB application had

described our confidentiality
plan in fairly broad and standard
language:

Only authorized, study-related per-

sonnel will have access to any data,

whether computerized or in hard
copy. Hard copy and back-up disks
will be stored in locked file cabi-
nets. All interview data will be iden-
tified only by study numbers.

Identifiers will be retained in a sep-

arate linkage file only for purposes

of re-contact and subject payment,
and the linkage file will be
destroyed within six months after
completion of data collection activi-
ties... [A]ll project files will be
secured physically and electronical-
ly, and all personnel associated with
the project will pledge confidentiali-
ty.**

Many of our confidentiality pro-
cedures were invented as the study
progressed. We did not expect fulfill-
ment of these promises to require as
much attention and detail as it did.
The surprising proliferation of de
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Figure 1. Transfers of Confidential Information, Activities at Each Location

Calling Center

Subject recruitment
Interviewing
Transcription

Data storage

CATI programming using contact information

Main Office
Contact information received and stored
Subject recruitment
Storage of tapes, transcripts, data files
Transcript editing
Qualitative database
Transcript analysis

6 Investigators’ Offices -
UNC (2 departments) and NIH:

Subject recruitment
Transcript editing
Transcript analysis

facto “linkage files” necessary for
data collection required three locked
cabinets, three password-protected
computers, and procedures for confi-
dential transfer between sites and for
back-up storage.'3 As an interview
went from tape to transcription to
redaction to qualitative software and
coding, it could exist in more than
twenty manifestations constantly
under control until most versions of
transcript and linkage file could
finally be destroyed. Figure 1 shows
the various activities performed at
each site along with the types of
information that were transferred
between sites.

Because some of the challenges
described above were unique to our
study, IRBs might not often
encounter them. First, our cluster
design necessitated disclosure of
researcher participation to their
patient-subjects, and exposed
researchers to the possibility that
their subjects might tell others.
Second, the rarity of the diseases and
technology studied in gene transfer
research meant that redacted tran-
scripts still contained sensitive infor-
mation that could be identifiable and
required careful security. Third, the
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public scrutiny of gene transfer
research caused researchers to per-
ceive an elevated risk of harm to
themselves or their institutions and
to ask for reassurance of their confi-
dential study participation.

Other challenges are not unique
to our study. The use of a separate
calling center to conduct interviews
is common in survey research. This
arrangement means that identifying
information and linkage files must
be at more than one location, and
therefore protected to the same
degree as information at the main
study site. Although our subcontrac-
tor was accustomed to conducting
research in a confidential fashion, it
was necessary to tailor a new confi-
dentiality plan to meet our special
requirements for the transfer of con-
tact information and data; one pro-
cedure does not fit all studies.
Finally, any research study that pro-
duces transcribed interviews will
need to protect both identifying and
identifiable information in the con-
tact information, interview tapes and
the many versions of transcripts cre-
ated over time and at different sites,
as well as the back-up versions of the
transcripts and software programs.

Although the sensitivity of the infor-
mation often drives these protec-
tions, other factors may be impor-
tant, such as the need to hold some
useful information for a specific
duration in order to re-contact
researchers or pay patient-subjects
and then account for that payment.

Suggestions For Researchers and
IRBs

evising study-specific protections

for the confidential participation
of our subjects and the information
they shared with us required time
and diligence that we did not initial-
ly anticipate, despite our knowledge
as researchers and IRB members. We
needed to look comprehensively at
our confidentiality procedures on a
regular basis and readjust them as
we moved through the different
stages of our research project.

Based on our experiences, we
offer the following suggestions for
researchers and IRBs. Studies that do
not focus on medical research, col-
lect sensitive data, or claim to pro-
tect the privacy of subjects or main-
tain the confidentiality of their infor-
mation may not require the detailed
procedures described in this paper.
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The following suggestions apply to
studies that do, and address some
aspects of confidentiality that may
be overlooked.

® Review the confidentiality
promise of the consent process
and assess its components in
terms of the sensitivity of the
information, the length of time
the information is held, the use-
fulness of the information col-
lected, and the ability to protect
the information.

® Review the procedures related
to protection of information
across multiple sites and during
transfer. Identify and limit the
number of people who have
access to the information, loca-
tions where information may be
stored, and transfers across loca-
tions. When transfers are neces-
sary, remember that the trans-
ferred information is often
reproduced in another format,
such as a facsimile, photocopy, a
qualitative data report, or fields
entered into a computer pro-
gram. Make provisions for
duplication and destruction
when transferring information.

@ Discuss agreements with call-
ing centers and other subcon-
tractors and their impact on the
collection and storage of data.
Address confidentiality issues
with subcontractors from the
beginning. Provide subcontrac-
tor and staff with written proce-
dures so everyone knows what
is expected.

o Include confidentiality issues
in the continuing IRB review of
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relevant studies, enabling both
researchers and IRB members to
reexamine the sensitivity of col-
lected information and the suc-
cess of protection efforts, and to
evaluate any need for modifica-
tion of the confidentiality plan.
If significant concerns arise
about the collected information
or the researchers’ ability to pro-
tect it, the IRB may elect to
review the project more fre-
quently, creating shorter periods
of continuing review, at intervals
of less than twelve months.

@ Provide for the education of
study staff, researchers, and IRB
members regarding data man-
agement and protection proce-
dures.
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